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Motivation

1. System Performance 2. System Security
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Run-time monitoring
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Run-time monitoring

User-level monitoring

Kernel-level monitoring

User Applications

Operating System

Hardware

Network-level monitoring
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Run-time Monitoring Challenges

1. Monitoring features 2. Context Matching

3. Monitoring Overhead 4. System Reliability
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PerSecMon framework
• System Architecture: 

- Monitor
- Aggregator
- Analyser
- Visualiser
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PerSecMon framework

Aggregator
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PerSecMon framework
• Probes:

- User process
- Memory
- System calls
- Virtual file system
- Block Input/Output
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System Evaluation
• Environment:
• Ubuntu 21.04 server

• Benchmarks:
- Fibonacci Sequence
- Bonnie++
- Netperf
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System Evaluation
• Results:

- User process [Fibonacci 
sequence (Python)]

Information about one 
process in JSON format

timestamp
process id

execution command

garbage collector

exceptions
no. of threads
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System Evaluation
• Results:

- Memory leaks recognition
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System Evaluation
• Results:

- Memory leaks recognition

Result showing the processes of the stack with most
outstanding memory allocation
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System Evaluation
• Results:

- Network latency
- Shows the live latency of  all 

the processes accessing the 
network host
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System Evaluation
• Results:

- Block I/O
- comparative view of the 

number of processes and the 
the latency
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Conclusion
• Run-time monitoring is still challenging
• Designed and implemented a solution, PerSecMon
• Captured metrics are analysed and visualised easily
• Can be easily adapted for Mobile cloud environment

17



Contact:
Devki Nandan Jha
Oxford e-Research centre, University of Oxford
100 Percent IT Ltd. (Cyberhive)
mail: devki.jha@eng.ox.ac.uk
web: https://dnjha.github.io

Questions?
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