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Motivation

Static (one-shot) authentication have some cons:
• does not offer security over a session,
• some methods are easy to be leaked (passwords, PINs, 

patterns),
• some methods requires some kind of information that 

user have to remember.
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Existing solutions

There are many existing articles that examines 
continuous authentication topics, but many from them:
• require special privileges (cannot be used 

on normal device),
• require additional special sensors,
• test performance only on computers, not mobile 

devices,
• don’t examine enrollment process on real mobile 

devices.
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Continuous authentication concept
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First approach – model based
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Second approach – template based
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Experiments

• 5 people
• 200 minutes of data from sensors
• two approaches: model and template based
• enrollment and performance considered
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Results

EER graph (new user)EER graph
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Results – performance
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Summary

• most of existing articles about continuous authentication
don’t take up the topic of on-device enrollment,

• combination of static and continuous authentication can 
improve security,

• template-based approach, while having worse accuracy, 
can temporarily work almost instantly when model is 
being built for the user,

• tests also showed that today’s smartphones are capable of 
on-device training, but there are concerns about time of 
such training and battery consumption.
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Thank you!
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